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BrightArrow Notification System Subscription Agreement 

This Agreement is made and entered into on ____________________, by and between 

BrightArrow Technologies, Inc. a Washington corporation with its billing address at PO Box 7493, 

Bellevue, WA 98008 (“Provider”), and _____________________________, a ______________ 

located at _____________________________________________________________ (“Client”). 

BACKGROUND 

A. Client desires to use an automated notification service that will perform according to 

the Functional Specifications attached as Exhibit B. 

B. Provider offers automated notification services via voice calls, emails and SMS 

text messages to organizations. 

NOW, THEREFORE, the parties agree as follows: 

1. GENERAL 

Client may access Provider’s system and use the online services that Provider makes available 

through that system (“Service”), and use the software optionally provided to connect to the 

Service (“Software”), under the following terms and conditions. 

2. ACCESS AND LICENSE 

(a) Access. Provider hereby grants Client access to its system and the right to 

use the Service subject to the terms of this Agreement. 

(b) License. Provider hereby grants Client a non-exclusive, nontransferable 

license to login and use its hosted Web-based service. In addition, Provider grants Client a non-

exclusive, nontransferable license to install and use the associated optional Windows Software, 

in executable form only, for the purpose of automatically delivering information from Client’s 

databases to Provider’s system for Client’s use of the Service.  Client may install and use the 

Software on any compatible computer under Client’s control and copy the Software for back-up 

or archival purposes provided that all such copies contain the copyright notice and other 

proprietary markings found on the original copy of the Software.  Client may not (1) modify or 

otherwise create derivative works, (2) translate, reverse engineer or reverse compile, or 

disassemble the Software, or (3) sell, rent, sublicense, assign, distribute, or otherwise transfer the 

Software or this license. 
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3. CHARGES AND PAYMENT 

(a) Provider will charge Client an annual service fee for the Service plus any 

applicable sales, use, value-added, personal property, or other governmental tax imposed on the 

Service.  The price and terms for the Service are described in Exhibit A. 

4. PROPRIETARY RIGHTS 

(a) Software. The Software and any accompanying documentation and 

written materials are the sole and exclusive property of Provider or its licensor and are protected 

by copyright and trade secret law and international treaties. 

(b) Content. Client acknowledge that the Service contains communications 

information, software, photos, video, graphics, sound, music, and/or other material (“Content”) 

that are protected by copyright, trademark, trade secret, and other intellectual property law and 

that the rights in such Content are valid and protected in all forms, media, and technologies that 

now exist or that may be developed in the future.  Client may not modify, publish, distribute, 

transmit, transfer, sell, create derivative works from, or in any way exploit any of the Content 

that Client obtains from the Service, in whole or in part.  If no specific restrictions are displayed, 

Client may make copies of portions of the Content, including material protected by copyright, 

trademark, or other proprietary rights, provided the copies are made only for Client’s use and 

that Client maintains any copyright, trademark, or other proprietary rights notices on the copies 

of the Content.  Except as stated immediately above or as permitted by the fair use provision of 

U.S. copyright law, Client may not upload, post, reproduce, or distribute any Content protected 

by copyright or other proprietary rights without the permission of the copyright owner. 

(c) Trademarks. BrightArrow Technologies and the BrightArrow logo are 

the registered service marks of Provider.  The right to access and use the Service and Software 

do not include any right to use the service marks of Provider. 

5. TERMINATION 

(a) At End Of Initial Term or Renewal Term. Client may terminate this 

Agreement for any reason to take effect at the edit of the Initial Term or Renewal Term as 

defined in Exhibit A.  Such termination must be provided in writing within the time constraints 

defined in Exhibit A, and shall be effective upon the completion of the current Term. 

(b) For Cause. Provider or Client may terminate this Agreement without 

notice for any conduct by the other party that violates this Agreement, or violates state or federal 

law. 

(c) Effect of Termination. Upon termination, Client’s license to use the 

Software automatically terminates, and Provider will delete all data, files, or other information 

stored in Client’s account. Annual service fees and any prepaid charges will not be refunded or 

prorated.  
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6. GENERAL 

(a) Choice of Law. This Agreement and its validity, construction, and 

performance shall be governed in all respects by the laws of the State of Washington, without 

regard to its choice of law rules. 

(b) No Waiver. Provider’s failure to insist upon strict performance of any of 

the provisions of this Agreement shall in no way constitute a waiver of future violations of the 

same or any other provision. 

(c) Severability. If any provision or portion of this Agreement shall be held 

to be invalid, illegal, or unenforceable, the validity, legality, and enforceability of the remainder 

of this Agreement shall not in any way be affected or impaired thereby. 

(d) All Amendments in Writing. No provisions in either party’s purchase 
orders, or in any other business forms employed by either party, will supersede the terms and 

conditions of this Agreement, and no supplement, modification, or amendment of this Agreement 

shall be binding, unless executed in writing by a duly authorized representative of each party to this 

Agreement. 

(e) Entire Agreement. The parties have read this Agreement and agree to be 

bound by its terms, and further agree that it constitutes the complete and entire agreement of the 

parties and supersedes all previous communications, oral or written, between them relating to the 

license and to the subject matter hereof. No representations or statements of any kind made by 

either party that are not expressly stated herein shall be binding on such party. 

IN WITNESS WHEREOF, the parties have executed this Agreement as of the date 

specified above. 

CLIENT: PROVIDER: 

By:_________________________________ By:__________________________________ 

Its:__________________________________ Its:__________________________________ 

Date:___________________ Date: ___________________ 
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EXHIBIT A 

LICENSING, PRICES AND PAYMENT TERMS 

I. Licensing. 

 Provider grants Client a license to use BrightArrow’s hosted Web-based system, 

extending from the Initial Term start date for one year, with extensions as defined below.. 

 Client may use the service to deliver the messages in the form of voice telephone calls, 

SMS text messages, and email messages to any number of phone numbers and email 

addresses associated with up to ________ different students, staff and faculty, adjusted as 

necessary for subsequent years. 

 The prices below are in US dollars. 

II. Initial Term. 

The initial term of this Agreement is one year and will begin on: __________________. 

The number of students and faculty/staff to be licensed for Year 1 is: _________________. 

The pricing for Year 1 is $1.25 per student and faculty/staff, payable Net 30 from the date 

of the initial term. 

In addition, the one-time PowerSchool installation fee is $250. 

All paid fees are non-refundable. 

 Client can increase the number of student or staff licenses mid-year by faxing or emailing a 

purchase order to encompass the additional licensers required. The incremental cost is $1.25 

per student and faculty/staff, with a minimum order of $100. 

4 
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III. Renewal Terms. 

 Unless terminated, this Agreement automatically renews on an annual basis, starting on the 

anniversary of Initial Term date. The price for a one year renewal is $1.25 per student and 

faculty staff. 

 Client may terminate this Agreement by giving Provider at least 60-days written notice 

before the upcoming renewal date. 

 If the per-recipient price for the next annual renewal period will be different, Provider must 

communicate the new price in writing at least 90-days before the renewal date, otherwise 

the same price and terms apply for the renewal period. 

IV. Prior Agreement. 

 Any prepaid prior subscription will proceed under its terms until this the initial term of this 

Agreement begins. 
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EXHIBIT B 

FUNCTIONAL SPECIFICATIONS 

Provider offers a hosted Web-based and app-based mass notification system for automatically 

delivering voice, email and SMS text messages to pre-determined lists of message recipients.  

Provider will also deliver a software component in the form of PowerSchool plugins, with the 

additional feature of receiving data automatically from the PowerSchool interface. 

The system allows Client to create an unlimited number of lists containing notification recipients 

and their contact information.  The number of different notification recipients is limited by the 

number of the licenses described in Exhibit A. 

The system allow transmission of messages under the following constraints: (1) voice recordings 

(or rendered text-to-speech equivalents) will not exceed 120 seconds in length, (2) SMS text 

messages will not exceed 160 characters in length, although in the U.S. the system provides for 

delivering longer messages by automatically including a link at the end of the text message. 

Details of the service and software functionality are included in the current product brochure.  

Although the service may change in functionality from time to time, at which time the 

description in the current brochure may no longer entirely apply, any such changes will be made 

to supplement or improve the service and functionality, at the sole discretion of the Provider. 
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3/20/2020 Privacy Policy – BrightArrow 

PRIVACY POLICY 

Home  Privacy Policy 

BrightArrow’s Privacy and Security Policy: 
BrightArrow will never distribute, use, or review any private data (except 
to review, as 

requested by the customer, for technical support research purposes). A 

very limited number of 
BrightArrow personnel have access to the servers containing customer 
contact and account 
information. These employees operate within the constraints of strict 
employee confidentiality 

agreements which carefully and thoroughly protect the data. Our 
customers’ private contact 
and message information never leaves our secure servers, except when 

used by that customer. 
The actual calls and texts go through carriers that are outside our control 
so, as is the case with 

all notification vendors, the telephony carrier is provided the phone 
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number and the message, 
but without any contact information. 
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BrightArrow’s General Data 
Protection Regulation (GDPR) 

Compliance Statement 

Published: May 8, 2018 

Privacy Commitment 
The EU General Data Protection Regulation (GDPR) replaces the 1995 EU Data Protection 
Directive (European Directive 95/46/EC), strengthening the rights that EU individuals have over 
their data, and creating a uniform data protection law across Europe. 

BrightArrow ensures compliance with applicable GDPR regulations as a data processor. We also 
will assist our customers, the data controllers, to ensure complete control of their private data 
to empower them to meet their GDPR obligations. 

Specifically, we have addressed GDPR data protection requirements that are applicable to data 
processors. 

Data processing 
Our ability to fulfill our commitments as a data processor to our customers, the data 
controllers, is a part of our compliance with GDPR where data controllers are using BrightArrow 
to process personal data. Because of this requirement, BrightArrow will continue to ensure 
we’re doing the maximum to protect data and improve our processes and procedures where 
we identify the opportunity. 



 
 

       
     

          
         

        
      

     

 
 

        
        

         
    
  

          
        

    
        

   

 
 

        
     

 

  

Controls 
We regularly review our Information Security Policy to ensure that we take into account all 
requirements, confirming we’re fulfilling our obligations to GDPR as a data processor. 

Our customers depend on us to manage and protect their environments. A strictly limited 
number of BrightArrow employees are authorized to access customer environments and then 
only when necessary, according to strict guidelines. Those few employees are required to sign 
strict confidentiality agreements to ensure full compliance with the privacy requirements. We 
comply with information security best practices including data encryption. 

Data Protection 
BrightArrow commits to conforming to information security best practices. In line with GDPR, 
appropriate measures are assessed in terms of a variety of factors including the sensitivity of 
the data, the risks to individuals associated with any security breach, state of the art 
technologies, and the nature of the processing. Regular testing of the effectiveness of all 
security measures is a continuous process. 

In accordance with the GDPR, our policy remains consistent in that we will only ever use 
personal data which we process on our customers’ behalf in accordance with our customers’ 
instructions. We will also promise to implement industry standard security, technical, physical 
and administrative measures against unauthorized processing of such information and against 
loss, destruction of, or damage to, personal information. 

Third-Party Processors 
BrightArrow’s hosts its system within the Rackspace™ environment, and Rackspace™ 
themselves are (amongst other certifications) ISO27001 accredited. 



  
      

     
       

       
 

 
 

       
       

 
  

          
 

 
            

 

 

   
       

 
          

      

 
   

        
 

 
         

           
    

 
 
  

Customer Guidance for Data Subject Request (SAR) Responsiveness 
An important part of the GDPR requirements is the ability of our Customers to response to their 
constituents (notably parents’) queries and requests regarding GDPR Data Subject Rights. 
Please note that BrightArrow’s Customers prepare their procedures and processes to conform 
with SARs as they, as Data Controllers, are solely responsible for the handling of and response 
to SARs. 

Requests and Responses 
Here are the rights of the Customers’ constituents, and the actions the Customer can take to 
ensure the correct and appropriate action to each such request. 

Right to information 

Constituents have the right to know what personal information you have and what you do with 
it. 

Action: 
Within the List Details and Reports pages, an administrator can find and review all data for a 
contact. 

Right to access 
Constituents have the right to receive a copy of their personal data. 

Action: 
The data can be exported from the List Details and Reports pages and the contact’s personal 
information can be retrieved from the resultant Excel spreadsheet. 

Right to rectification 
Constituents have the right to request modification of the data. 

Action: 
Since the BrightArrow data is synchronized with the Student Information System (SIS), any 
requested modification of the data should be accomplished within the SIS – such data is then 
automatically transferred to the BrightArrow system. 



       
         

 
 

 
        

             
       

     

 

   
     

 
  

       
           

 

   
        

 
  
           

        

 

   
  

 
 

       
 

Right to object to automated decision making 
Constituents have the right to request human intervention, as an alternative to the automated 
process. 

Action: 
If a constituent requests that they not receive notifications, BrightArrow provides a Do Not 
Contact page. If they request that their contact information not be transferred at all into the 
BrightArrow system, BrightArrow has some mechanisms to fulfill that request and the Customer 
should make that request directly to BrightArrow. 

Right of restriction 
Constituents can request a block of personal data processing. 

Action: 
Upon request by Customer, BrightArrow will promptly remove all current and past records of a 
contact. It will also block subsequent receipt of any data associated with that contact. 

Right to portability 
Right to receive data back for reuse, in usable electronic form. 

Action: 
Any and all data associated with a contact can be exported from the List Details and Reports 
pages and provided by the Customer to the contact in Excel or PDF formats. 

Right to erasure 
Deletion of the subject’s personal data. 

Action: 
Upon request by Customer, BrightArrow will promptly remove all current and past records of a 
contact. 
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